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This	 SD-WAN report is about providing a status on the 
current developments with respect to SD-WAN technology, 
partners, service features, SLA and pricing logic. Aspects 
around uCPE and VNFs as well as cloud connec!vity are also 
tackled. 

This strategic paper is based on InfoCom’s ongoing research 
program on SD-WAN, including discussions with market 
par!cipants (both vendors and service providers), and 
analysis of publicly available informa!on from various 
sources.

OVERVIEW

• Main	SD-WAN	vendors		
• uCPE	and	VNFs	approach	
• Cloud	connec=vity	and	security		
• Self-care	portal		
• SLA		
• Pricing	logic	
• Other	key	aspects (ZTP, BYOA, Devices, AAR, DPI, WANx)

KEY ASPECTS COVERED

With	SD-WAN	the	vendors	are	much	more	at	the	forefront	
and	visible	than	with	usual	L3	IP	MPLS	VPN	services	where 
the infrastructure vendors (be they Cisco, Huawei, Juniper, 
Nokia Alcatel-Lucent etc.) were rather in the background. 

However, where usual L3 IP MPLS VPN services and SD-WAN 
services may not be so far apart, is that some, especially very 
large enterprises, may have a preference for some vendors, 
i.e. similarly as when customers some!mes insist on IP MPLS 
routers, e.g. from Cisco, a few may insist on SD-WAN from 
Cisco Viptela or VeloCloud etc. Indeed, this is one reason why 
some of the larger SD-WAN providers choose to carry 
different SD-WAN offers, based on different vendors.

SNAPSHOTS | EXCERPTS

www.infocom-de.com

http://www.infocom-de.com
http://www.infocom-de.com


Internet	breakout	and	security	
Local internet breakout is an advantage of SD-WAN, but 
therefore how to secure it is a central ques!on. Currently 
most providers offer the various following methods for 
securing local internet breakout: 

• 1)	FW	and	other	security	features	integrated	as	standard	
in	the	SD-WAN	service;	

• 2)	Zscaler	or	other	cloud	FW	
• 3)	FW	VNFs	on	uCPE	
• 4)	 tradi=onal	 approach	 with	 dedicated	 FW	 appliances	
onsite

• The challenges of uCPE and VNFs 
• End-customers using SD-WAN providers’ uCPE for their 

own VNFs 
• Beyond uCPE to VNFs marketplaces with mul!ple 

deployment models 
• Security and SD-WAN in general 
• Current status – own developments versus vendors’ portal 
• User-rights, role-based access controls and mul!-tenancy 
• Self-management and impact on SLAs  
• Poten!al for self-management 
• Loca!on of portal and central components 

OTHER SPECIFIC AREAS DISCUSSED
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